SPANISH BEST PRACTICE ON
CYBERSECURITY

HOW BUSINESSES IN SPAIN COLLABORATE
WITH LEAS IN FIGHTING CYBERCRIME



WHO AM |

e DIRECTOR OF SPANISH CENTRE OF EXCELLENCE ON CYBERSECURITY (CNEC)

DEMADRDD
Collaborators

' E '  Guardia Civil
« Cuerpo Nacional de Policia

A CENTRO NACIONAL
EXCELENCIA EN CIBERSEGURIDAD




CNEC ORIGINS

o CREATED BY AND TO LEAS

e HAND IN HAND BOTH SECURITY BODIES AND A PRIVATE COMPANY, EXPERTS ON

CYBERSECURITY

e THEY CAME LOOKING FOR THE UNIVERSITY TO PARTICIPATE

CNEC

A CENTRO NACIONAL
EXCELENCIA EN CIBERSEGURIDAD

’

Universidad Autdnoma de Madrid
Guardia Civil
Cuerpo Nacional de Policia

A Private Company



BUT... IT REALLY DIDN'T WORK

e FIVE YEARS LATER ...
e [TIS AUAM INITIATIVE, WITH THE PARTICIPATION OF LEAS

e WHY IT DIDN'T WORK FOR THE PRIVATE COMPANY¢

e THEY SAW IT AS AN OPPORTUNITY TO SELL PRODUCTS AND TRAINING TO
LEAS.

e SO THEY WERE NOT REALLY WILLING TO SHARE (AND MUCH LESS GIVE)



A MUCH BETTER APPROACH

e ONE OF THE CNEC ACTIVITIES IS A MASTER ON DIGITAL EVIDENCE,
DESIGNED FOR LEAS

e THIS YEAR WE HAVE MORE THAN 30 GUARDIAS CIVILES ATTENDING IT

e THEY ARE FUNDED BY GUARDIA CIVIL AND ... A PRIVATE COMPANY
e WHY A COMPANY IS WILLING TO “SPEND" MONEY ON LEAS TRAINING?



WIN-WIN SITUATION

A COUPLE OF YEARS AGO THE COMPANY HAS A “CYBER ISSUE"

THEY CALLED GC AND ASKED FOR HELP

OF COURSE THEY GOT IT, BECAUSE IS GC RESPONSIBILITY TO PROTECTED
SPANISH CITIZENS AND THEIR COMPANIES

NOW, THE COMPANY UNDERSTANDS THAT INVERTING ON GC TRAINING IS AS
COST-EFFECTIVE (EVEN MORE?) AS TRAINING ITS OWN PERSONNEL.



FIGHTING CYBERCRIME

e MOST EXPERTS AGREE THAT SHARING INTEL IS BASIC FOR REDUCING
CYBERCRIME.

e HOWEVER, ADMITTING MY COMPANY WAS "HACKED" DOES NOT
SEEM THE BEST PROMOTION STRATEGY

e THE GOVERNMENT IS ASKING ME TO REPORT SECURITY INCIDENTS
e BUT THE CAN PENALYZE ME IN THE NEXT PUBLIC BIDDING



THE PROPER WAY OF LOOKING AT IT

e WHO WOULD YOU CALL?




DO NOT FOOL OURSELVES

e WE ALL ARE IN WAR (AT LEAST A DIGITAL ONE)
e | WOULD CALL IT “CoLD WAR 2.0"
e THE “TOWERS" TO BE DEFENDED ARE OUR INFORMATION ASSETS

e SO WHAT MORE LOGICAL THAT A (VERY CLOSE)
COLLABORATION BETWEEN STATE AND COMPANIES



SPANISH STRATEGY FOR NATIONAL
CYBERSECKKEES

e ONE (OUT OF 4) OF THE BASIC PRINCIPLES: SHARED RESPONSIBILITY

e ALL THE AGENTS, BOTH PUBLIC AND PRIVATE (INCLUDING CITIZENS) SHOULD BE IMPLIED

e ... SUITABLE PUBLIC-PRIVATE COOPERATION, ABLE TO PROMOTE INFORMATION
INTERCHANGE



SPANISH STRATEGY FOR NATIONAL
CYBERSECURITY. (ll): GOALS

e GOAL 4 (OUT OF 6): TO RAISE AWARENESS ON CITIZENS, PROFESSIONALS,
PRIVATE COMPANIES AND PUBLIC ADMINISTRATIONS ABOUT CYBER-RISKS




SPANISH STRATEGY FOR NATIONAL
CYBERSECURITY (lll): ACTION LINES

e LINE 5 (OUT OF 7): SECURITY AND RESILIENCE OF ICTS ON THE PRIVATE
SECTOR

e LINE 6: KNOWLEDGE, SKILLS AND |+D
e LINE /: CYBERSECURITY CULTURE



SPANISH ORGANIZATION: AGENCIES

e CCN-CNI: I1s THE CERT FOR THE PUBLIC ADMINISTRATION, BUT ALSO
PROVIDES

e |INFORMATION
e GUIDES
e TOOLS

e INCIDENT HANDLING: “ALWAYS UNDER STRICT CONFIDENTIALITY FROM BOTH SIDES, THE
CCN-CERT PROVIDES TECHNICAL AND OPERATIVE SUPPORT, FOR DETECTING, REACTING,
DETERRING AND REMOVING POTENTIAL (CYBER) THREADS"
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SPANISH ORGANIZATION: AGENCIES
siNncibe

INSTITUTO NACIONAL DE CIBERSEGURIDAD

e TRAINING, GUIDES, AWARENESS, TOOLS FOR SME'S AND SELF-
EMPLOYED PROFESSIONALS

e HTTPS://WWW.INCIBE.ES/PROTEGE-TU-EMPRESA



BOTH GC AND CNP HAS SPECIFIC WEBSITES FOR
CYBERCRIME REPORT / COMPLAINT

» Pornografia infantil

Comunicacién de informacién sobre paginas web, publicaciones o cualguier situacién que ponga en peligro al menor en el uso de las nuevas
tecnologias (Ciber-b g, Grooming, Sexting).

Redes Sociales
Comunicacién de cualquier actividad ilegal a través del uso de las Redes Sociales (Facebook, Twitter, Youtube, foros, newgroups, etc).

Amenazas y Extorsiones
Comunicacidn de delitos de amen xtorsiones, calumnias o injurias cometidos a través de las Tecnologias de la Informacién vy la
Comunicacién,

Fraudes en Internet

Comunicacion sobre uso fraudulento de tarjetas de crédito en Internet, fraudes en subastas y comercio . estafas en la red,

Seguridad Légica
Seguridad légica, virus, sustraccion de datos, ha

descubrimiento y revelacidn de secretos, suplantacion de personalidad o sustraccion
de cuentas de correo electrénico.

Antipirateria
Comunicacién de delitos contra la propiedad intelectual de programas de ordenador, musica y productes cinematogréficos o contra la
propiedad industrial, use indebide de seflales de video.

Fraudes en el Uso de las Telecomunicaciones

Comunicacion de delitos cometidos zando cuzlquier sistema de t imunicacion, fraudes telefénicos en sistemas de telefonia fija o movil,

» Otra Informacién

Para comunicaciones no recogldas en los epigrafes anteriores.

GD Grupo de Delitos Telematicos
Unidad Central Operativa

Ninguno de los datos personales solicitados es obligatorio.

Si los facilita, en caso de que resulte necesario aclarar o ampliar la noticia, se contactarad primero a

través de correo electrénico y después por teléfono.

Si no resultaran necesarios seran inmediatamente eliminados, una vez analizada la informacion.

Localidad:
Provincia:
Teléfono:

Correo electrénico:

Adjuntar archivo: (2 Mb) hoose file No file cho

URL sobre la que desea informar:

Garante




BOTH GC AND CNP HAS SPECIFIC WEBSITES FOR

CYBERCRIME REPORT / COMPLAINT

» Pornografia infantil

Comunicacién de informacién sobre paginas web, publicaciones o cualguier situacién que ponga en peligro al menor en el uso de las nuevas
tecnologias (Ciber-b g, Grooming, Sexting).

Redes Sociales
Comunicacién de cualquier actividad ilegal a través del uso de las Redes Sociales (Facebook, Twitter, Youtube, foros, newgroups, etc).

Amenazas y Extorsiones
Comunicacidn de delitos de amen xtorsiones, calumnias o injurias cometidos a través de las Tecnologias de la Informacién vy la
Comunicacién,

Fraudes en Internat
Comunicacidn sobre uso fraudulento de tarjetas de crédito en Internet, fraudes en subastas y comercio electrdnico, estafas en la red,

Seguridad Légica
Seguridad légica, virus, sustraccion de datos, ha descubrimiento y revelacidn de secretos, suplantacion de personalidad o sustraccion
de cuentas de correo electrénico.

Antipirateria
Comunicacién de delitos contra la propiedad intelectual de programas de ordenador, musica y productes cinematagréficos o contra la
propiedad industrial, use indebide de seflales de video.

Fraudes en el Uso de las Telecomunicaciones
Comunicacion de delitos cometidos utilizando cualquier sistema de telecomunicacion, fraudes telefénicos en sistemas de telefonia fija o movil,

» Otra Informacién

Para comunicaciones no recogldas en los epigrafes anteriores.

Child pornography

Social Networks
Threads and Extortions
Internet Fraud

Digital Security

Piracy

Teleco Fraud

Other...



AT THE END OF THE ROAD

* WE ARE ALL REALIZING THAT OUR COMPANIES ARE OUR COUNTRY

e AND THAT THESE COMPANIES ARE IN THE FRONT LINE OF THE
BATTLEFIELD OF THIS UNDECLARED WAR
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“THAN YOU VERY MUCH!

ALVARO.ORTIGOSA@UAM.ES
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