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What is cybersecurity?
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» Cybersecurity represents many things to many different people

» Key characteristics and attributes of cybersecurity:
— Broader than just information technology and extends beyond the enterprise
— Increasingly vulnerable due to technology connectivity and dependency
— An‘outside-in view’ of the threats and business impact facing an organization
— Shared responsibility that requires cross functional disciplines in order to plan, protect,
defend, react and respond

It is no longer just an IT challenge — it is a business imperative!
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| Cybersecurity: The new reality
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We live in a Digital Revolution,
with associated threats and opportunities

A history of Revolutions
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Financial-Agricultural Industrial Technical Scientific Information Digital Revolution
Revolution Revolution Revolution Revolution Revolution 9

« First agricultural machines, crop » Steam engine, railways, « Steel, electric motors, « Consumer goods, TV, * Fibre optics, PCs, « Social media, smart
rotation, etc. textile technology, etc. internal combustion Semi-conductors, internet, etc. phones, digital music,
engines, etc. Computers, Plastics etc.
etc.
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Social media, “smart Mobility”, new consumption
Analytics and Cloud computing are already
shaping the Decade of Change

1999—2007 The ‘disruptors’ Today’s digital ecosystem

Product digitisation Social media

Process digitisation
Smart Mobility

il

Pulling and aggregating
info Integrated
Analytics
Creating centralised (incl. consumption data) Customer — centric

marketplaces

Web = another channel to

Continuous interaction

Collaboration

market

Revolutionary change to how information—based products are sold (Media — SW — Insurance — FS — etc.).
Revolutionary change to how customers are serviced in any sector.
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The cyber challenge now extends beyond the

enterprise
Global Business Ecosystem
Economic The Evolution:
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The cyber challenge now extends beyond the

enterprise

Global Business Ecosystem
Economic
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Traditional boundaries have shifted;
companies operate in a dynamic
environment that is increasingly
interconnected, integrated, and
interdependent.

The ecosystem is built around a model of
open collaboration and trust—the very
attributes being exploited by an increasing
number of global adversaries.

Constant information flow is the lifeblood
of the business ecosystem. Data is
distributed and disbursed throughout the
ecosystem, expanding the domain requiring
protection.

Adversaries are actively targeting critical
assets throughout the ecosystem—significantly
increasing the exposure and impact to
businesses.

Years of underinvestment in security has
impacted organizations’ ability to adapt and
respond to evolving, dynamic cyber risks.

February 2017
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Evolving business risks...
...Impacting brand, competitive advantage, and shareholder value

Highlights of activities impacting risk:

Advancements in and evolving use of ,, Historical headlines have
technology — adoption of cloud-enabled primarily been driven by
services; Internet of Things (“1oT”) security compliance and
implications; BYOD usage disclosure requirements

Value chain collaboration and

. A - i ) However, the real
information sharing — persistent ‘third

impact is often not

party’ integration; tiered partner acce_ssf Ur.lmana'ged recognized, appreciated,
requirements; usage and storage of critical t”SktS' VIVIIth or reported
assets throughout ecosystem trm strategic. .
implications N

Operational fragility — Real-time * Cybersecurity must be
operations; product manufacturing; service viewed as a strategic
delivery; customer experience business imperative in

order to protect brand,
Business objectives and initiatives — competitive advantage,
M&A transactions; emerging market and shareholder value

expansion; sensitive activities of interest to
adversaries
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Profiles of threat actors

4> Nation State

& QOrganized
(5

Crime

=g Hacktivists

Motives

Targets Impact
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The actors and the information they target
Adversary What's most at risk?

Industrial Control ' Emerging
Systems (SCADA) w technologies

‘I €O Nation State

% !Da;ymeni_car? ?nd re_IaIted Advanced materials and ~
information Zfinancia manufacturing techniques
markets

Energy data R&D and / or product
design data
Healthcare,
pharmaceuticals, and Business deals
related technologies information

Health records and
other personal data

Information and
communication
technology and data

Motives and tactics evolve and what adversaries target vary depending on the

organization and the products and services they provide.
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There is the Internet but there 1s also the Darknet

Global Business Ecosystem

Economic

Environmenial

i THE DARKNET:

The Underground for the Underground

Cybersecurity - Threats in the Digital Era
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| Speed will be the new determinant for cyber
security

Attackas

happens
in minutes

to days

Minutes Hours Days Weeks Months Years

Initial Attack to

@ =
Initial Compromise
10% T75% 12% 2% 0% 1% 0%
- . Response
Initial Compromise . . . takespw“ks
to Data Exfiltration

to months

8% 38% 14% 25% 8%
Initial Compromise . .
to Discovery
0% 0% 2% 13% 29% 54%+ 2%

Discovery to . . . ®

Containment/Restoration

0% 1% 9% 92% 8% 17%+ 4%
(source: DBIR report 2014)
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| Adapting to the new reality
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'How are organisations responding to the Cyber
security challenge?

Implementation of key security safeguards

Businesses are investing

in core safeguards to
5 8% better defend their 5 4%

Have an overall ecosystems against Have a CISO

Infr:.eratlon evolving threats. in Gharge
security strategy of security

53% il 4909,

Employee training Conduct threat
and awareness assessments
program

529% : 48%

Have security Active monitoring/
baselines/standards analysis of security
for third parties intelligence

Cybersecurity - Threats in the Digital Era February 2017
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Most respondents (91%) have implemented one or

more risk-based information security frameworks.

A majority of organizations also say they collaborate with external industry partners to
improve security and reduce risks.

Adoption of risk-based security frameworks

of respondents

say they collaborate
with others to improve
information security

e |©

8%

_AN

, 12

Have not adopted a Have adopted other Have adopted ISF Have adopted SANS Have adopted NIST Have adopted
security framework security framework(s) Standard of Good Critical Controls Cybersecurity 1ISO 27001
Practice Framework
Cybersecurity - Threats in the Digital Era February 2017
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Keeping pace with the new reality — Key considerations
Operating in the global business ecosystem requires you to think differently

Engage and commit with the business

« Leadership, ownership, awareness and
, accountability for addressing the cyber-risks that
Business Alignment and Enablement é threaten the business

« Alignment and enablement of business objectives

Board, Audit Committee, and Executive Leadership

L e e e e ~

4 AY
g [ Rationalize and prioritize investments :
= py) 1 - .
E & ; * Critical assets are constantly evaluated given they 1
s Investment Activities 5 1 are fundamental to the brand, business growth and !
5 === ==—-1 competitive advantage :
g . I = ) _ _
E Projects and Initiatives S~ « Threats and impact to the business are considered |
- Functions and Services o~ . N
c 5 ~ as investment activities are contemplated 1
% S N /
56— 7 e m e e e e e e e e e, e, —m e —m—m——————— - 4

Transform and execute the security program
!« New and enhanced capabilities are needed to
meet the ever changing cybersecurity challenges

» A comprehensive program must be built on a strong
foundation and include proactive coordination and

Security Program, Resources and Capabilities ...i collaboration with the business
» The security implications related to the

convergence of Information Technology, ,
Operational Technology and Company Products and |

Cybersecurity - Threats in the Digital Era Services are addressed February 20,1,7’
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It Is iImpossible to mitigate all risks; instead we
need to focus on those with the highest probability
and impact

e i\ Identify critical Business

&\ Processes and supporting data
=Digital Trust Technology Risks (incl 3rd party

. || risk) threatening the critical

business processes

Define Risk Appetite, Governance

—=— and oversight mechanisms
including continuous monitoring
with metrics

@O ° Build IT resilience capabilities.

- Cyber Security Program design

@ Protect the data

Build Privacy by design &

ﬁe default and execute Data

Cleansing on legacy systems
Cybersecurity - Threats in the Digital Era February 2017
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Digital Trust — the foundation needed to win
INn the digital era

The trust dynamic
Trust + Opportunity = Growth

Technology
Risk

Resilience

Digital Trust = the baseline from which to
digitize businesses, engage customers and
disrupt industries

Digital
Protect the digital crown jewels. If not Trust
protected successfully can businesses see

l)
growth? Data

Cyber :
Protection

o . Security
Digital Trust helps build the

organizational confidence needed for the
business to take the digitalization leap

& Privacy

Cybersecurity - Threats in the Digital Era February 2017
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The approach to achieve Digital Trust

Cyber Security

Protect the data
Cyber Security Program design

nology Risk

Technology Risks (incl 3rdparty risk)
threatening the critical business processes

Digital
Trust
Resilience

Build IT resilience capabilities

Privacy

Build Privacy by design
Data Cleansing on legacy systems

Cybersecurity - Threats in the Digital Era February 2017
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Indicative projects — how we support our Clients

Threat & Vulnerability Management
(Ethical Hacking)

e  __=

e Penetration Testing
e External

e Internal
e Wireless
* Physical
e Social Engineering Attacks
e Application security assessment

Technology Risk, Incident
& Crisis Management

=

* Incident Response

» Forensic investigation of cyber-
based intrusions and data theft.
Containment of intrusion;
remediation of security control
weaknesses.

* Insider Threat Investigations

* Network, computer, and internet
surveillance: social media data
leakage, data theft, fraud, workplace
violence, policy violations

* Business Continuity Program

IT Security Strategy, Governance
& Architecture

=

» Information Security Strategy

e Cyber Security Program design and
implementation

e Policy, Standards, and Procedures
e Security Controls Design

e Security Risk Assessments

e 3rd Party Attestations

Cybersecurity - Threats in the Digital Era
PwC
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|
Recap of key points to consider

The global business
ecosystem has changed
the risk landscape

Focus on securing high
value information and
protecting what
matters most

Know your
adversary — motives,
means, and methods

Embed cybersecurity
into board oversight
and executive-level
decision making

Cybersecurity - Threats in the Digital Era

PwC

Business models have evolved, creating a dynamic environment that is
increasingly interconnected, integrated, and interdependent -
necessitating the transformation of your security practices to keep pace.

Rather than treating everything equally, you should identify and enhance
the protection of your “crown jewels” while maintaining a consistent
security baseline within their environment.

Sophisticated adversaries are actively exploiting cyber weaknesses in the
business ecosystem for economic, monetary or political gain — requiring
threat intelligence, proactive monitoring and deep response capabilities.

Creating an integrated, business aligned security strategy and program
requires awareness and commitment from the highest executive levels of
the organization — in order to apply the appropriate resources and
investments.

February 2017




| 2,750+ practitioners and growing
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‘Thank you

Tassos Procopiou
Partner
tassos.procopiou@cy.pwc.com
PwC Central

43 Demosthenis Severi Avenue
1080 Nicosia

Tel: 22555000

Fax: 22555016

This publication has been prepared for general guidance on matters of interest only, and does
not constitute professional advice. You should not act upon the information contained in this
publication without obtaining specific professional advice. No representation or warranty
(express or implied) is given as to the accuracy or completeness of the information contained
in this publication, and, to the extent permitted by law, PricewaterhouseCoopers Ltd, its
members, employees and agents do not accept or assume any liability, responsibility or duty of
care for any consequences of you or anyone else acting, or refraining to act, in reliance on the
information contained in this publication or for any decision based on it.

© 2017 PricewaterhouseCoopers Ltd. All rights reserved. In this document, “PwC” refers to
PricewaterhouseCoopers Ltd which is a member firm of PricewaterhouseCoopers International
Limited, each member firm of which is a separate legal entity.
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