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"The most valuable
commodity I know of is
information.”

-Gordon Gekko

Film “Wall Street”, 1997



Information is everywhere
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Information is larger than business



A man is but the product of his thoughts. What he thinks, he becomes.
-Mahatma Gandhi

information

gives life to thoughts and emotions

which create the response

& form the experience



A ship is safe in harbor, but that's not what ships are for.
-William G.T. Shedd

Experience entails taking Risks



The very existence of any entity is bound to risks.

Kyrgyzstan plane crash: 'Crew error’
and weather examined

i By Joshua Berlinger, Jon Ostrower and Joe Sterling, CNN
' () Updated 0347 GMT (1147 HKT) January 17, 2017




As long as we are alive

we have only two options:
to take risks and to manage them.

There is no risk in death!



“The Financial Services Industry forms the backbone of today’s economic
environment. The very real prospect of getting access to large amounts of
capital has made it a prime target for the well organized and well funded
cyber criminals of today.”

“The theft of information assets and

the intentional disruption of online processes
are among the most important business risks facing financial services

organisations today.”



Theft of Information Assets = Data Leakage




Intentional Disruption of Online Processes
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Digital Attack Map
Top daily DDoS attacks worldwide



http://www.digitalattackmap.com/

What about Cyprus?




Are we still protecting the castle?
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Anonymous DDoS Attacks Hit Central Banks of Cyprus
Greece, Netherlands

'[O]ur target is the Global Banking Cartel,’ the hackers stated.
By Jeff Goldman | Posted May 09, 2016 Share |G+ VR {§in =

Members of Ancnymous recently announced the launch of a 30-day
campaign targeting central banking sites worldwide with DDoS attacks.
Early tarthmpaW&Mﬁ@anks of Cyprus,
Greece and the Netherlands.

"Like Icarus, the powers that be have flown too close to the sun, and the
fime has come to set the wings of their empire ablaze, and watch the
system their power relies on come fo a grinding halt and come crashing
down around them," Anocnymous stated in a YouTube video announcing
the campaign. "We must strike at the heart of their empire by once again
throw a wrench into the machine, but this fime we face a much bigger
target — the global financial system. This time our target is the Global
Banking Cartel."

On May 3, the hackers briefly took down the website for the Bank of Greece, though bank officials said the attack didn't
cause any damage. "The attack lasted for a few minutes and was successfully tackled by the bank's security systems " an
official told REeuters. "The only thing that was affected by the denial-of-service attack was our website "

Other targets included the Central Bank of the Dominican Republic on May 3, the Central Bank of Cyprus on May 4, the
Central Banks of the Netherlands and the Maldives on May 5, and the Guernsey Financial Services Commission on May 6.

Rene Paap, security evangelist at A10 Networks, told eSecunity Planet that the attackers only need to take a bank's
website down for a few minutes to make their point. "The attack itself was the message, and you can be sure the banks
heard it loud and clear,” he said.

"DDoS attacks are cheap, easy to launch and can come from anywhere," Paap added. "National banks should be tightening
their DDoS defenses, including against multi-vector DDoS attacks. This is just the beginning."
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Avaxoivoorn tov Evvdéopov Tooselov Kiggov
VL L0 UE agaT) agd To iédpwvo, NiexToovizd Teyvdoonsio xol AwedizTvo

O Ztvdeopoz Toareliv Kinpov Ba ffeke va emotioer v mpoooyf] otovg mehdres Ohov TmV
Tpareli@v wovpdtoy oty KORpo, OYeT®d UE OROMELDES UMOHAOTIS MOOCHTMLAMY dedopévoy

!Phishinﬁ ﬂttacksl.

Mg yivovio oL eROTELDES VR OXLORTS;

Anrateiveg ThAepuvolv o dropa oty Kirpo mpoornowbpevol ot sival vrdiiniol toareCov wo
om Onrotv va eSoxpffooory ta oroyeic Tov Aoyaplmopol tovg, omme apbuoc Aoyopuwopot,
®xwdixol npooPaons ®ou oTorgeia TauToéTTag, Rpodamiopevol diddopous hoyous.

‘Evog alhog To0mog mOv YONCWWOMOWODY Ol OROTEMVES EVOL 1] OROOTOAY) TAQOTOVOU(IUEVEY
NAEXTOOVIXMV pvupdtov (e-mails) péowm niextpovikol tayvdpopeiov, o atopa oty Kinpo.
Me to pnvbpote oavtd, mOU QOWVOHEVIXG WOOEQYOVIOL amd THV Toamela TOU mWEAGTY, OL
anatemves mpodaciloviar ddgopovs ainbodaveic hoyovg, omwg Bépara aopdiewns, amdrng
otov ®UPeovoymoo ®ol avavEOTNE TWV OToLElY Tov mekdaty. Me o pnvipaTe mpOTOEROVTAL OL
nopahinres va emoxepOolv  xamowa wTogeAido-poipot péow  ovvdEopmv  “link” e va
TAXTOOAOYNCOUY TOUE Hwdiol: mpoofaons Tovg of NAextoovirés ToumelIHEC UMNQECIES OTO
Awadixtvo. O wrogehideg-paipot, eival wtoogeAideg mov 1H0VOUY Ol CAATEMVES KOL HOLGLOUY pE
OUTES TOV TOARELCDY.

Ti ovpfaiver 6tTov zaxowos REGEL oTV Rayida;

ZTNV MEQIATWON MOV KAWOOL WOQOANATEC TV UNVURATOV CUTOV TECOUV OTNV mayida xol
anoxaA0Pouy TO OTOLEID TOUE TNAEQUVIXMS 1] OTNY  WOTOCEADU-pPOipol, Ol ORATEDVES
FONOLUOMOWOUY  Tat OTouEln ToutoTnTag xaiff] Tovg xwdxolg mpoofaons ya va xhépouv
FONUOTH ard TOUS AOYOOUOMOUS TV MEAGTMV KoL Vo To PETAQEQOUV O OWOUS TOug

loyopuropoitg otv Kinpo 1'1 OTO ESWTEQLXO.
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Néo eidoc¢ lou pe Tnv ovopacia Crypto-locker i Simple-Locker
|

ITo ThOion EVAPEPWONE KOl TTpOOTaOiac Tou Koivol amd Toug kivBUvoug Tou SiabikTdou, ooc EVNUEpWVOUNE 4T,
TEAEUTOIO avamTOXEn KE Eva vEo Eifoc lol pe Tnv ovopadia Crypto—locker n Simple-Locker.

MpdkeTa yia 16 o omoiog peTalidero péow niekTpovikol Taxudpopeiow (email) [ péow pnviparog (sms) mow odnye
OE TUVKEK DIMEVO nAEKTpovVIKG a0veapo (link) km 4Tav evepyoTroin 8, N CUTKELR TWY ¥pnaTwy ITTAOKGpET.

AUTO UTTOpET va ETNPEQTE KAl NAEKTPOVIKOUEC UTIOADYIOTEC ahhd KOl «ELUTTVO TRAEQWY M. TA OTIOIO UTTOOTRRIGVTOl HE
AEToupyi kG oloTnua Android. Me TV EYKOTAOTOON TOU OTN OUOKEUR, OKOVApE O, TQ amo@nkeugiva apxeia Tou
¥PAOTN TNG (PWTOVPARIES, TAVIES, EFYPORT KATT) KOl 0T TUVEXEID TNV KAEGWVEl KpUTITOYPOQWVTOC TO AP XEd TG

Merd Ty evepyoTiainagn Tow lo0 Ko apol PTTAOKCpIOTE N GUOKEWRA Ep¥ETal Eva vEo pRvupa amd Tov Spdatn kal O Kahe
WO TTAN paEIS Eva TTogd (To oTroio Kupdiveral amd 100 péxpr 2000 eupw) €Te P TRV ¥prAan u-cash (kdpta ThAnppnc)
EiTE pEOWw EQRAoUaTOC OF AOoyaplaopd oto efwTepikd. T WEpIOoOTEpEC @opéc akdpa km edv TTAnpwaeg Gev
EEUTTAOKAPETOI M CUOKEUR. T —=.

KoahoUvTal o1 TOATES TIOU KOTEXOUY KIVNTA TRAEpwya kol tablets pe Asmoupyikd olarnua ANDROCID, va eiven 15igiTepa
TIPOTEKTIKD] KOl va AauPavouy 7o okdAowda PETpa RO OTOOiag TNE OUTKEUAE TOUS Y TNV amo@uyn TTRoaRokis TR
aTrd TOV TTPOOVEHPEROH EVD 10, ZUVKEKD IMEVT

Mo EAEY¥OUY KOl va Exouv TTAVTOTE EvRUEpW KEYD TRy ExkGoan Tou AEIToupyikoU ouarhparos ANDROID.

Ma &nuioupyoly vTiVoOpd Oo@OAEITC TWY QpXE WY TN¢ TUTKEURS Toug (backup) OE TOKTA ¥povikag GiaoTiuara.

MNa ¥ pnoigoTrolo0 v Epa pUoyEC QopaiEog OTwe Eva antivirus, To ommoio WPETIE va Eval TIAVTOTE EVNUEQWLED.




Truths of Life



Cyprus is part of the “Global Threat Map”
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It’s no secret that CEOs across North America and Europe have been
marshaling forces for digital transformation in a high-stakes battle to
ward off ambitious insurgents, maintain market share and address the
changing demands of today’s customers. This is a once-in-a-generation
challenge for any business leader, but it’s not the whole story.

Behind the scenes, a fourth imperative is being added to the list of
transformation considerations—combating modern cybercriminals.



Attacks will come from all directions—moving both up and down an organization’s stack and between co-located
businesses. Credentials and authentication systems will continue to be the most vulnerable point of attack, so cybercriminals

will work hard to steal credentials, especially admin credentials because those can provide the broadest access.
McAfee Labs 2017 Threats Predictions, November 2016

Cloud = Beyond Cyprus: No longer protecting the castle
“Continued rapid growth in the use of cloud services means that those

services will become increasingly valuable as targets of attack.”
McAfee Labs 2017 Threats Predictions, November 2016

Are NDAs enough?
“65% of companies that reported sharing customer data with a partner also
reported a subsequent breach through that partner.”

Nonemon Institute, 2014 Cost of a Data Breach Study

DDoS: A National Security Threat?
\ “Hackers have staged cyber attacks on three Greek banks and
i . demanded a ransom in bitcoin to stop their disruption ... hackers blocked
the iInternet banking activity of three Greek lenders for several hours last

7
: ThurSday. ZDNet, Armada Collective makes ransom demands on Greek banks

Phishing & Ransomware Get Worse in 2017

“91% Of Cybel‘ attaCkS begin W|th Spear phiShing" Berkeley Research Group, 11/2015
“Ransomware will adopt the good old tactic of computer worms, which
internally propagate inside a network...to infect multiple hosts and seek
acCcCess tO expose SenSitive data Cloud28, 2016 in review & phishing preditcions for 2017




Cybercrime knows no borders



Cybersecurity Challenges
of Financial Institutions #r-Cyprus




Symantec White Paper | Cyber Security for Financial Services

Empowering Innovation: Transforming Information Security for Business Agility

The financial services industry has a long history of providing exceptional value and deep confidence in a world of risk. Taday, the
intense competitiveness of financial services demands a constant search for cost-effective ways to improve performance and deliver
new, innovative products and services to meet customer demands while retaining loyalty and trust. However, as financial services
organizations forge new initiatives to drive business growth they are navigating a landscape marked by numerous challenges.

» New regulations that have imposed stringent financial and consumer protections are increasing regulatory compliance risks.
* Fragmentation at the line-of-business level and siloed business operations are hampering collaboration and innovation.

» (Generational changes in the customer base and changing consumer behavior is driving demand for new services and product
delivery models.

» Digital competitors that have already made their mark in serving customers who value convenience and innovation over
personalized service are encroaching on market share and accelerating the need to “go digital.”

» The recent financial crisis and slow recovery has slowed the pace of IT investments.

» Escalating and increasingly sophisticated cyber attacks are impacting financial services firms and eroding consumer trust.



Jo be trusted is a greater compliment in this life than being loved.

-George MacDonald



There is no relationship of one person.
There is no business of one person.




Love all, trust a few, do wrong to none.
-William Shakespeare

Customers

What binds altogether? TRUST



TRUST Quiz— How much do you trust yourself?

A racket and a ball cost $1.10 in total.
The racket costs S1 more than the ball.

How much does the ball cost?

ball S0.05 + racket $1.05 =51.10

Daniel Kahneman, winner of the Nobel Prize and author of Thinking, Fast and Slow



Knowing the person who offers to help and being aware that
he/she cares to support you is just not enough.

4 N
Credibility + Reliability + Intimacy

Trust =
Self-orientation

AN vy

- Credibility is about others believing in you: your words, intentions, qualifications, and actions.
- Reliability is about others feeling that they can rely on you: you will support them as required.
- Intimacy is about how comfortable we feel to entrust someone with something. (personal relationship)

- Self-orientation is how much you show that you care about others and that you are not entering into a trust
relationship to satisfy solely your personal interests.

“The Trust Equation,” book The Trusted Advisor, David Maister and Charles H. Green



TRUST is a choice; a decision to undertake a RISK



RESPONSIBILITY = RESPONSE + ABILITY

RESPONSIBILITY = ability to choose your response



People, even yourself, will not always meet your expectations.
The natural way to move forward is to trust
&

The comfort you need to make a decision

lies in lassessing the risks.

N\

/r Stirmul Choosing a Response Response

)/

Life Destiny Expenence




It is not only what we do but also what we do not do that we are accountable.

-Moliere



Thank you
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